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Company Information

Founded: 2021

Headquarters: London, UK

Funding: Series A

Market Segment: Identity Threat Detection & Response

Licensing Model: Subscription

Geographic Focus: Global focus, currently primarily US, UK & Central
Europe

Market Segment Overview: ITDR

Identity Threat Detection and Response (ITDR) focuses on identifying, defending against,
and responding to identity-based attacks. ITDR has become critical in cybersecurity as
attackers increasingly target identity as the primary perimeter. By monitoring identity
behaviors, detecting anomalies, and providing actionable insights, ITDR solutions address
the growing prevalence of phishing and credential-based threats.

Vendor Overview

Push Security, established in 2021 with global headquarters in London and North America
HQ in Boston, Mass. is a rising star in the ITDR space. Backed by Series A funding from
prominent investors including Google Ventures (GV), the company employs a team of about
40 professionals with a strong focus on innovation. Its flagship product leverages unique
browser telemetry to enhance identity threat detection. Push Security’s solution integrates
seamlessly with existing cybersecurity tools, delivering significant value to organizations of all
sizes.

Solution Overview: Innovative ITDR Approach

Push Security’s core solution combines browser telemetry with advanced threat detection to
safeguard against identity-based attacks. The platform’s unique selling proposition (USP) lies
in its browser-based approach, which provides robust telemetry across all common browsers
without requiring endpoint installation. Key features include real-time identity discovery and
monitoring of user interactions, detection of common identity attack techniques such as MFA-
bypassing phishing kits, session theft, credential stuffing and correlation with other telemetry
sources for comprehensive visibility.

The platform’s innovation is rooted in its browser-based methodology, enabling detection of
sophisticated attacks that evade traditional cybersecurity tools. Push Security identifies
behaviors such as phishing attempts, password reuse, and interactions with malicious web
applications. By analyzing browser telemetry alongside endpoint, network, and log data, it
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uncovers attack patterns that conventional ITDR solutions miss, offering complementary
protection to existing systems.

Push Security demonstrates a strong product/market fit by addressing the surge in identity-
based attacks, the most common vector for breaches. Organizations increasingly recognize
the need for specialized ITDR tools, positioning Push Security as a critical component of
modern cybersecurity strategies. Its compatibility with Security Information and Event
Management (SIEM) and Extended Detection and Response (XDR) solutions further
enhances its relevance and adoption.

Strengths and Challenges

Strengths

e Browser-based telemetry provides unique insights across the identity attack surface
into user interactions and attack behaviors.

e Supports all common browsers without endpoint installation, reducing complexity.

e Enhances existing SIEM/XDR solutions by adding valuable identity-related data.

e Suitable for both small organizations and large enterprises.

Challenges

Primarily addresses browser-based threats, leaving some ITDR facets uncovered.
Limited brand recognition compared to established ITDR vendors.

Requires organizations to integrate new types of telemetry into their existing
cybersecurity frameworks.
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Analyst’s View

The ITDR market is experiencing rapid growth, driven by the rising prevalence of
cyberattacks targeting identity as the new perimeter. Identity-based attacks, such as phishing
and credential theft, account for a significant share of breaches, underscoring the critical
need for ITDR solutions. Push Security’s innovative browser-based approach highlights the
market’s potential for novel methodologies that complement traditional tools.

We anticipate continued convergence within the ITDR space, with increased integration of
ITDR signals into broader SIEM and XDR ecosystems. Solutions like Push Security’s, which
provide unique telemetry and enhance cross-platform visibility, are poised to become integral
to cybersecurity strategies. As the market matures, we expect greater consolidation and the
emergence of unified platforms delivering end-to-end identity protection.
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Related Content from KuppingerCole

Leadership Compass: ITDR
Buyer's Compass: ITDR
Analyst Chat Podcast: ITDR for a better security posture

About KuppingerCole

KuppingerCole, founded in 2004, is a global, independent analyst organization
headquartered in Europe. We specialize in providing vendor-neutral advice, expertise,
thought leadership, and practical relevance in Cybersecurity, Digital Identity & IAM (ldentity
and Access Management), Cloud Risk and Security, and Artificial Intelligence, as well as for
all technologies fostering Digital Transformation. We support companies, corporate users,
integrators, and software manufacturers in meeting both tactical and strategic challenges and
making better decisions for the success of their business. Maintaining a balance between
immediate implementation and long-term viability is at the heart of our philosophy.

Copyright

©2024 KuppingerCole Analysts AG all rights reserved. Reproduction and distribution of this publication in any form is forbidden
unless prior written permission. All conclusions, recommendations and predictions in this document represent KuppingerCole’s
initial view. Through gathering more information and performing deep analysis, positions presented in this document will be
subject to refinements or even major changes. KuppingerCole disclaims all warranties as to the completeness, accuracy and/or
adequacy of this information. Even if KuppingerCole research documents may discuss legal issues related to information
security and technology, KuppingerCole does not provide any legal services or advice and its publications shall not be used as
such. KuppingerCole shall have no liability for errors or inadequacies in the information contained in this document. Any opinion

expressed may be subject to change without notice. All product and company names are trademarks™ or registered®

trademarks of their respective holders. Use of them does not imply any affiliation with or endorsement by them.

KuppingerCole Analysts support IT professionals with outstanding expertise in defining IT strategies and in relevant decision-
making processes. As a leading analyst company, KuppingerCole provides first-hand vendor-neutral information. Our services
allow you to feel comfortable and secure in taking decisions essential to your business.

KuppingerCole, founded in 2004, is a global, independent analyst organization headquartered in Europe. We specialize in
providing vendor-neutral advice, expertise, thought leadership, and practical relevance in Cybersecurity, Digital Identity & IAM
(Identity and Access Management), Cloud Risk and Security, and Atrtificial Intelligence, as well as for all technologies fostering
Digital Transformation. We support companies, corporate users, integrators, and software manufacturers in meeting both
tactical and strategic challenges and making better decisions for the success of their business. Maintaining a balance between
immediate implementation and long-term viability is at the heart of our philosophy.

For further information, please contact clients@kuppingercole.com.
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